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e DevOps Engineer at Parity Technologies

e Blockchain node operator for Parity’'s testnets

e |nitiator of the Parity helm-chart and
Testnet-manager open source projects

Contact

® Element: @pierre.besson:matrix.parity.io
¥ Twitter. @pibesson
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Tell the story of Present the Our personal feedback
operating Kubernetes-based open and vision of blockchain
increasingly bigger source stack that we use node operations

testnets to operate our testnets
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WHY DO we neebD TesTheTsS ?

Testnet: simulation of a “value bearing” network for validation and debugging

For chain users :

e Sending transactions for free !
e Testing interoperability

For chain developers :

Relay (or solo) chains : Parachains :

e Testing node client upgrades e Dry-run their parachain onboarding
e Validating runtime upgrades e Have access to relay-chain logs

e Comprehensively observe the network relevant to their runtime execution
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DeVOPS IN THe COoNTEeXT OF
BLOCKCHaAalInNn oreraTtTions

Blockchain nodes have unique operational concerns:

e [| Stateful databases at core

® Distributed systems, p2p networking

W High security requirements for production nodes
B Key management

B Monitoring

Challenges of Testnets:

e Quickly scale up/down the number of nodes
e Upgrade more often

e Runs untested code

A\ Breaking consensus ™ hardfork or full reset of the network
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https://emojipedia.org/warning/
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BEeGINNINGS OF TeSTNeTS aT PariTy

B Configuration management (Ansible) used for managing nodes
Ansible collection (open source):

Pros:
e Convenient as configuration is the same for dev/prod

e Secure as we connect only from personal laptop (no Cl)

cons:

e Slow for managing a lot of nodes
e No developer self-service

e Low automation
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https://github.com/paritytech/ansible-galaxy
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GrowinGg rtestTneT reauliremenTs

Need to scale:

e Number of developers to support

e Number of networks (westend + rococo + dozens of parachains)
e Temporary scaling to 1000 validators

e Lowering time to answers deployment requests

Solution:
e Deploying testnet nodes in Kubernetes

e Creation of our helm-chart collection (open source)

e Scripting node keys management


https://github.com/paritytech/helm-charts
https://github.com/paritytech/testnet-manager

PariTy
KuBernertes
TEesTneT
STACK
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WHY KuBernertes ?

Most mature container orchestration platform

Familiar to DevOps practitioners

Support for advanced networking and stateful workloads
Persistent volume management

Declarative approach:

o Automate operations (restart, rolling upgrades, ...)

o Self-healing (healthcheck, rollbacks on startup failure)

o Reuse configuration across networks

Abstract config complexity with Helm

Integrate with our monitoring stack (Prometheus operator, Loki)
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WHY GITOPS ?

e Git repo as the source of truth of the system desired state
e Different from using a Cl pipeline to push infrastructure changes
e In-cluster operator reconcile the actual and desired states

8—) PR Merge —>®

Git repo

{}

Sync

sub®
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A paritytech / helm-charts (Pubic) | ¢ EditPins + | [ @ Unwatch (100 ~ | [ %9 Fork @ | o | [ g Stamed (18 | . |

<> Code (°) Issues (13 §9 Pullrequests (2 (® Actions [ Projects [ Wiki (@) Security |~ Insights g3 Settings

\

About £3
:= README.md Vi

Parity Helm charts collection

Parity Helm ChartS 0J0 Readme

58 GPL-3.0 license
Parity's Kubernetes Helm charts collection. Yy 18stars

&® 10 waiching

Charts list

Y 7 forks
e« Common: a generic helm chart for kubernetes
e Node: deploy Substrate/Polkadot nodes Releases 151
e Parity Bridge Common: deploy parity-bridge-common service G node-4.2.4 Fest .‘
e Polkadot Basic Notification: deploy a chain notification bot 6 days ago
e Polkadot Introspector: deploy a chain monitoring and introspection service + 150 releases
e Polkadot Runtime Exporter: deploy a tool to collect runtime statistics
e Staking miner: deploy the staking-miner for submitting solutions to NPoS elections Packages

e Substrate faucet: deploy Substrate Faucet service
No packages published

e Substrate telemetry: deploy the Substrate Telemetry service Publish your first package

e Testnet Manager: deploy a management tool for operating testnets

Contributors 10

S 1ol 100
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THEe "Nobe” HelLm-CHarT

Deploy any kind of substrate node (full, validator, collator)

Manage nodes using StatefulSets (ordered set of pods with same config)
Support Relay-chain and Para-chain (collator) nodes

Expose p2p ports through a Kubernetes Service

Inject keys into node from a Secret or Hashicorp Vault

Expose RPC endpoint through an Ingress

Retrieve chain data from a snapshot (HTTP URL, GCS bucket, VolumeSnapshot)
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EXam”PLe: 10 ROCOCO valLlDaTors
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& EXamPLE: 4 ROCKMINEe coLLaTors
@ XX
v

NN
\

2
»

image:
repository: parity/polkadot-parachain
tag: 0.9.320

node:
chain: rococo-rockmine

replicas: 4

chainKeystore:
mountInMemory:
enabled: true
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& Key InJecTion + Loab-BaLancer
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\
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node:
chain: rococo-custom
role: authority
replicas: 4
[...]
keys:

- type: babe
scheme: ed25519
seed: "test test test test test test test test test test test junk"
extraDerivation: "//${HOSTNAME}//aura"

[

perNodeServices:

externalDns:
enabled: true
hostname: rococo.example.com.
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TOOLING HelLMm-CHarTsS

Additional tooling helm-charts are also part of the collection:

Faucet
Notification-bot
Staking-miner
Telemetry
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(semi-))AuTomaTinNnGg Nobe oPeraTions

Just deploying nodes is not enough, there are also operations to perform:

eg. add extra validators/collators to a network:
- On the node: generate keys (rotate_key)
- On chain: submit setKeys and Sudo extrinsics

Additional issues:
- Keeping track of active/inactive validators in a dynamic environment
- Facilitating onboarding/offboarding of parachains

sub®
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TesTneT-mMmanagcer FeaTures

List validators and collators in the namespace

Map nodes to their on-chain address

List active parachains from on-chain state

Detect namespace collators corresponding to a parachain
Check node readiness

Orchestrate and parallelize node operations (eg. session keys)
Register/deregister validators and collators in batch
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TesTherT-manaacer arCHiTecTure

Testnet-manager
Ul

. Kubernetes Cluster
Relaychain -

RPC

T Get cluster

Execute Sudo transactions

Trigger

execution Run operations

on nodes

Testnet-manager
API

Trigger
execution

CRON Scheduler
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testnet-manager @@

/openapi.json

default

GET /api/nodes GetNodes

GET /api/nodes/{node_name} GetNodes
GET /api/validators Get Vvalidators

GET /api/parachains Get Parachains

GET /api/collators/{para_id} Get Collators

/api/register_validators Register validators

/api/deregister_validators Deregister Validators

/api/rotate_session_keys Rotate Session Keys

/api/onboard_parachain/{para_id} Onboard Parachain

/api/offboard_parachain/{para_id} oOffboard Parachain

/api/register_collators/{para_id} Register Collators

/api/deregister_collators/{para_id} Deregister Collators

GET /health Health
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valiDaToOoOrsS view

Rococo Validators : 0 Active in VM / 101 Active in K8S / 1 Inactive in K8S

all v 1 Rotate session keys |
Show 30 v entries

Name * Logs#% Address ¥ Subscan#$ Version ¥ Statusy Locationy Validatory Keys#%

rococo-validator- . _ . parity/polkadot:v0.9.31 Running in_cluster  True A
a-node-0

Z‘_’gg;‘;‘l’ahdator’ » 5CUMBAdKTEKFC7GoBGmfMhXo07UXicudZSQDByfv4y9yGEas; & parity/polkadot:v0.9.31 Running in_cluster ~ True »
- f’r‘ig;‘;‘z’alidator’ . SETmQC23TZuKrgZVD7rCPAVVZhSB4SWRBqqHKDQaABBHueT & parity/polkadot:v0.9.31 Running in_cluster  True »
;‘_’;g;‘;‘éahdamr' . 5SHVp6VPrhGtvX1KNEaEgN9WF7QhsnXFcPAQGurbsgsdSL8dK & parity/polkadot:v0.9.31 Running in_cluster ~ True »
Z‘_’Eg;‘;&lidator’ » 5EbzGeJrc4ui8YewRwSVYtUmpqwZjYN6Y2DQseztBPqnKkbR & parity/polkadot:v0.9.31 Running in_cluster  True »
:—)I(ig;c;:\slalidator- » S5EKES12da7vGsaz1ZZ7BZ9Ue]JLuAfiosW]QutfP1fBNM6qp & parity/polkadot:v0.9.31 Running in_cluster ~ True »
;‘_’gg;‘;’_‘éahdat°r' » 5CJXvichGEEwtHioB9tabX7EKgNd9]5¢z2LHK6dZw2CrqMgb & parity/polkadot:v0.9.31 Running  in_cluster ~ True »
; ‘_’I‘lzg;‘;'_;ahdamr' » 5EF1JnrXWWDQrQCHhL77Hxy3WwxVzDv8]Bwj6oDeZTd3FgLe & parity/polkadot:v0.9.31 Running in_cluster  True y
:’ﬁg;‘;‘éahdamr‘ #  5CFZ1ZJYTJydqPV]QMofoDMWFZ{VKCRZ2bHDZMNUIATY86GY & parity/polkadot:v0.9.31 Running in_cluster ~ True p
tococo-validator: SEYZUHNiwMQ3AUX2h1r2FYqtUZHYKSnTpkYWSuv19WBFLfaV & parity/polkadot:v0.9.31 Running in_cluster  True »

a-node-9

Showing 1 to 10 of 10 entries (filtered from 102 total entries) Previous I 1 | Next
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valiDaToOoOrsS view

Rococo Validators : 0 Active in VM / 101 Active in K8S / 1 Inactive in K8S

[all v ] [Rotate session keys]
Show 30 v entries Search:  validator-a

Name * Logs#% Address § Subscan#¥ Version § Status¥ Location$¥ Validator$ Keys

rococo-
validator- #@ S5EXam2LBfS8wer]tepdoWhjdfL.7MygV7y5KavINXYmupNewT & parity/polkadot:v0.9.32 Running in_cluster = True »
a-node-0

rococo-
validator- @ 5CUmMBAdKTEKFC7GoBGmfMhXo07UXicudZSQDByfv4y9yGEa5] & parity/polkadot:v0.9.32 Running in_cluster  True »
a-node-1

rococo-
validator- @ S5ETmQC23TZuKrgZVD7rCPqAvVZhSB4SWRBqqHkDQaABBHueT & parity/polkadot:v0.9.32 Running in_cluster  True »
a-node-2

rococo-
validator- @ S5HVp6VPrhGtvX1KNEaEgN9Wf7QhsnXFcPAQGurbsgsd5L8dK & parity/polkadot:v0.9.32 Running in_cluster = True
a-node-3

rococo-
validator- #@ 5EbzGeJrc4ui8YewRwSVYtUmpqwZjYN6Y2DQseztBPqnKKbR & parity/polkadot:v0.9.32 Running in_cluster  True »
a-node-4



vaLiDaTors sTaTeFUL seT view SUR®

Rococo Validators : 0 Active in VM / 10 Active in K8S

Search: |
Address $ Subscan#¥ Version § Status$ Location$ Validator#$ Keys
2LBfS8wer]tepdoWhjdfL.7MygV7y5KavINXYmupNewT ¢ parity/polkadot:v0.9.32 Running in_cluster = True »
Y
e grandpa:
0xa669e85b0d79fdc32caa2zb27ba2382da2bd77c¢680507a
e babe:
0x50606db67dbddbc64f018ff834e5b78326¢3788eeh84ht
e im_online:
0x0cad1f902e5c6e2c8f9eb4baeff83d8b34a229153f8bd56
5CUMBAAKTEKFC7GoBGmfMhXo7UXicudZSQDByfv4y9yGEa5] & parity/polkadot:v0.9.32 Running in_cluster = True  para_validator:

0x146d0759e5b9e6f748931c8c36c8a86f7314964de48¢c72
e para_assignment:
0xa805088dc18e3af6f7a20c72ca7cad89d5b23af745a16¢l
¢ authority_discovery:
0x3ad7b057309593030ffb4e8959e9bb96baffd9f7d56961¢
 beefy:
0x0278fa775107824f711c623d6b6110472a83c9015f7333!

rococo-
validator- @ S5ETmQC23TZuKrgZVD7rCPqAvVVZhSB4SWRBqqHKDQaABBHueT & parity/polkadot:v0.9.32 Running in_cluster = True »
a-node-2

rococo-

validator- @ S5HVp6VPrhGtvX1KNEaEgN9WE7QhsnXFcPAQGurbsgsd5L8dK & parity/polkadot:v0.9.32 Running in_cluster = True »
a-node-3

rococo-
validator- @ 5EbzGeJrc4ui8YewRwSVYtUmpqwZjYN6Y2DQseztBPqnKkbR & parity/polkadot:v0.9.32 Running in_cluster = True »
a-node-4
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SiNGLe valLlDaToOr view

rococo-validator-a-node-0

Show All v entries

Keys

Search:|

Values

<4

Args

Chain

Image

Is Syncing

Labels

Local Listen Addresses
Peer Ii)

Peers

Peers Count
Properties

Ready

Roles

Substrate Status
Sync State
Uptime

Validator Account

1%

rococo
parity/polkadot:v0.9.31

False

-

12D3KooWQGxHHbV4FCzPzZE1zZK2WmsWy8H8bmLDKk253iZCWqAiYm]

40

{'ss58Format': 42, 'tokenDecimals": 12, 'tokenSymbol': 'ROC'}

True

Authority

Running

{'startingBlock': 2701013, 'currentBlock': 2732664, 'highestBlock'": 2732664}
2 days, 4:49:13
S5EXam2LBfS8wer]JtepdoWhjdfL7MygV7y5KaviINXYmupNewT

Validator Active

Version

True

0.9.31-32dd0c9cfcd

Showing 1 to 18 of 18 entries Previous 1 Next
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o ParaCHalns view
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Rococo : 137 Paras: 42 Parachains, 95 Parathreads, 0 Others

Show 30 v entries Search:

-

1003 rococo-para-1003 Parachain external 176 board
1013 rococo-para-1013 Parachain external 820 board
1900 rococo-dummy ®@ Parachain in_cluster 303 oard
2000 rococo-para-2000 Parachain external 811 board
YAV rococo-para-2004 Parachain external 176 board
2006 rococo-para-2006 Parachain external 194 board
2007 rococo-para-2007 Parachain external 7 board
2011 rococo-para-2011 Parathread external None board
2012 rococo-para-2012 Parachain external 260 board
A rococo-para-2015 Parachain external 177 board
201 rococo-para-2016 Parachain external 294 board
2021 rococo-para-2021 Parachain external 264 board

2024 rococo-para-2024 Parachain external 176 board

2026 rococo-para-2026 Parachain external 176 board

2030 rococo-para-2030 Parachain external 338 board

UL

2031 rococo-para-2031 Parachain external 176 board



coLLaToOrsS view SUR®

Rococo-rockmine [Rococo Para #1000] Collators : 4 External /1 Active in K8S / 1 Inactive in K8S

P

Runtime: 9290, Status: Parachain, Desired number of candidates: 1

all v
Show 30 v entries Search:| |

Name -

Logs Account § PodStatus¥ CollatorStatus % Image $ Location#®

Showing 1 to 6 of 6 entries Previous | 1 | Next
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SiNGLe CoLLaTor view

rococo-rockmine-collator-node-0

Show All v entries Search:

Keys = Values B
Args o
Chain rococo-rockmine

Collator Account E8XC6rTJRsioKCp6KMy6zd24ykj4gWsusZ3AkSeyavpVBAG

Collator Status False

Image parity/polkadot-parachain:0.9.290

Is Syncing False

Labels

Local Listen B

Addresses

Para ID 1000

Peer ID 12D3KooWRrZMndHAopzao34uGsN7srjS3gh9nAjTGKLSy]JeU31Lg
Peers )

Peers Count 3

Properties {'tokenDecimals": 12, 'tokenSymbol": 'ROC'}
Ready True

Roles Authority

Substrate Status Running

Sync State {'startingBlock": 1011582, 'currentBlock': 1025521, 'highestBlock': 1025521}
Uptime 1 day, 23:05:45
Version 0.9.290-4271ac75d34

Showing 1 to 19 of 19 entries Previous 1 ‘ Next
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Personal FeebPBacCK

e Operating each node “individually” is not a good approach for testnets
e Kubernetes can be the right platform even for stateful workloads

o Increase deployment speed

o Facilitate experimentation
e But it has significant drawbacks:

o Introduces a lot of complexity

o Reduces security and ease of troubleshooting

o Create a differentiation between staging/production

Conclusion: use the right tool for the job
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@9
L Y 4

4G

ADaPTING YOUIIr BLOCKCHaln
INFrasTrucTure 1O reauliremenTs

e Forlocal deployments, Kubernetes is overkill -> use Zombienet
e Choose the tool that provide the right tradeoffs
e Ask the right questions:

o Temporary or Persistent network ?

o Network size ? Will it grow over time ?

o Security vs Flexibility ?

o Developer self-service ?

e Hard problems:
o Monitoring / Observability
o Decentralization vs Control
o Minimize downtime when deploying new code

sub®



(A
L Y 4

TEesTneT oPeraTional mobeLlLs

Environment

Network Type

Automation Level

Operational Model

Control on infrastructure

Recommended Deployment tool

Number of nodes

Local/CI

"Temp" Network

Fully Automated

Throwaway

No control on infra specs

Zombienet

Few dozens

Staging

Testnet

Semi Automated

Cattle

Fine tune infra specs

Kubernetes + Testnet-manager

Hundreds

sub®

Production

Mainnet

\ETIE]

Pet

Stricly follow requirements
Ansible

As much as possible
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TEesTneT oPeraTional mobeLlLs

Environment

Local/CI

Staging

sub®

Production

Manual

Automation Level

Operational Model

Control on infrastructure

Recommended Deployment tool

Number of nodes

Fully Automated

Throwaway

No control on infra specs

Zombienet

Few dozens

Semi Automated

Cattle

Fine tune infra specs

Kubernetes + Testnet-manager

Hundreds

Pet

Stricly follow requirements

Ansible

As much as possible
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TEesTneT oPeraTional mobeLlLs

5 -
7
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e

Environment Local/CI Staging Production

Network Type "Temp" Network Testnet Mainnet

Operational Model Throwaway Cattle Pet

Control on infrastructure No control on infra specs Fine tune infra specs Stricly follow requirements
Recommended Deployment tool Zombienet Kubernetes + Testnet-manager Ansible

Number of nodes Few dozens Hundreds As much as possible
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TEesTneT oPeraTional mobeLlLs

5 -
7
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Environment Local/CI Staging Production

Network Type "Temp" Network Testnet Mainnet

Automation Level Fully Automated Semi Automated \ETIVEY

Control on infrastructure No control on infra specs Fine tune infra specs Stricly follow requirements
Recommended Deployment tool Zombienet Kubernetes + Testnet-manager Ansible

Number of nodes Few dozens Hundreds As much as possible
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TEesTneT oPeraTional mobeLlLs

5 -
7
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Environment Local/CI Staging Production
Network Type "Temp" Network Testnet Mainnet
Automation Level Fully Automated Semi Automated \ETIVE]
Operational Model Throwaway Cattle Pet

Recommended Deployment tool Zombienet Kubernetes + Testnet-manager Ansible

Number of nodes Few dozens Hundreds As much as possible
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TEesTneT oPeraTional mobeLlLs

5 -
7
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Environment Local/CI Staging Production

Network Type "Temp" Network Testnet Mainnet

Automation Level Fully Automated Semi Automated \ETIVEY

Operational Model Throwaway Cattle Pet

Control on infrastructure No control on infra specs Fine tune infra specs Stricly follow requirements

Number of nodes Few dozens Hundreds As much as possible
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TEesTneT oPeraTional mobeLlLs
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Environment Local/CI Staging Production

Network Type "Temp" Network Testnet Mainnet

Automation Level Fully Automated Semi Automated \ETIVEY

Operational Model Throwaway Cattle Pet

Control on infrastructure No control on infra specs Fine tune infra specs Stricly follow requirements
Recommended Deployment tool Zombienet Kubernetes + Testnet-manager Ansible
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THanNK You'!

e Scan my face to get the slides !

e Check out the example testnet deployment :
>

e Join our workshop at the Parachain Summit
(Nov 30 - Dec 1)

Contact :
® Element: @pierre.besson:matrix.parity.io
¥ Twitter: @pibesson
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https://github.com/PierreBesson/polkadot-kubernetes-testnet-example
https://github.com/PierreBesson/polkadot-kubernetes-testnet-example
https://pierre-besson.fr/files/sub0-2022.pdf

